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What is Cloud Computing

 NIST definition:

 Cloud computing is a model for enabling convenient, on-
demand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, 
applications, and services) that can be rapidly provisioned 
and released with minimal management effort or service 
provider interaction. 

 Has 

 5 Key characteristics

 3 service models

 4 deployment models



Key Characteristics

 On-demand self-service

 Get computing capabilities as needed automatically

 Broad network access

 Services availability over the net using desktop, laptop, PDA, 
mobile phone

 Resource pooling

 Location independence

 Resource pooling at provider resources to serve multiple clients

 Rapid elasticity

 Ability to quickly add or remove services

 Measured service

 Control, optimize services based on metering/measurements/metric



Unique Features

 Outsourcing Data and Applications 

 Extensibility and Shared Responsibility

 Multi-tenancy 

 Service-Level Agreements 

 Virtualization and Hypervisors 

 Heterogeneity 

 Compliance and Regulations  
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Service Models

 Cloud Software as a Service (SaaS)
 Providers provide software applications over networks
 Client doesn’t manage or control the network, servers, OS, storage 

or applications

 Cloud Platform as a Service (PaaS)
 Users deploy their own applications on a cloud
 Users control their software/applications
 Users don’t manage servers, storage, etc.

 Cloud Infrastructure as a Service (IaaS)
 Provider provides processing, storage, network, and other key 

computing resources
 Clients get access to the infrastructure to deploy their 

platform/software
 Client do not manage or control the infrastructure but do manage 

or control the OS, storage, apps, selected network components



Service Model Architectures
Cloud Infrastructure
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Google App 
Engine

SalesForce CRM

LotusLive

http://aws.amazon.com/
http://www.rackspace.com/index.php


Scope and Control -
differences

Heating, Ventilation AC (HVAC),
Power, Comm. and other physical plant



Cloud Deployment Models

 Public cloud
 Sold to the public, mega-scale infrastructure

 available to the general public

 Private cloud 
 single org only; managed by the org or a 3rd party; on or off 

premise

 Community cloud
 shared infrastructure for a specific community with shared 

concerns; managed by org or a 3rd party

 Hybrid cloud
 composition of two or more clouds
 bound by standard or proprietary technology
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Common Cloud Characteristics

• Cloud computing often leverages:
– Massive scale

– Homogeneity

– Virtualization

– Resilient computing

– Low cost software

– Geographic distribution

– Service orientation

– Advanced security technologies
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The NIST Cloud Definition Framework
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Community
Cloud

Private 
Cloud

Public Cloud

Hybrid Clouds
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Service (SaaS)

Platform as a 
Service (PaaS)
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On Demand Self-Service
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Homogeneity

Massive Scale Resilient Computing

Geographic Distribution



Outsourcing and Availability Issue

 Outsourcing parts of Org computing is a key thrust

 Security & privacy implications if the public cloud is 
used

 Cost and efficiency motivation for move 

 Org is responsible for S&P of outsourced services

 Org should oversee and manage how the provider 
secures the environment



Major Issue? Top 12 threats – in order of severity!!

1. Data Breaches

2. Weak Identity, Credential and Access 
Management

3. Insecure APIs

4. System and Application Vulnerabilities

5. Account Hijacking

6. Malicious Insiders

7. Advanced Persistent Threats (APTs)

8. Data Loss

9. Insufficient Due Diligence

10. Abuse and Nefarious Use of Cloud 
Services

11. Denial of Service

12. Shared Technology Vulnerabilities
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General Security Advantages

 Shifting public data to a external cloud 

 reduces the exposure of the internal sensitive data

 Cloud homogeneity 

 makes security auditing/testing simpler

 Clouds can enable automated security 
management

 Redundancy / Disaster Recovery
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Cloud Security Advantages

 NIST 800-144 (Security Upside)

 Staff Specialization (in Cloud Providers)

 Platform Strength – greater homogeneity

 Resource Availability – scalability help!

 Backup and recovery – may be superior

 Mobile Endpoints – heterogeneous devices

 Data concentration- specifically for an org with 
mobile workforce



Cloud Security Advantages

 Other

 Data Fragmentation and Dispersal

 Greater Investment in Security Infrastructure – hence availability

 Fault Tolerance and Reliability; Greater Resiliency

 Hypervisor Protection Against Network Attacks

 Possible Reduction of C&A Activities (Access to Pre-Accredited Clouds)

 Simplification of Compliance Analysis

 Data Held by Unbiased Party (cloud vendor assertion)

 Low-Cost Disaster Recovery and Data Storage Solutions

 On-Demand Security Controls

 Real-Time Detection of System Tampering

 Rapid Re-Constitution of Services

 Advanced Honeynet Capabilities



Cloud Security Downside

 NIST 800-144

 System complexity –

 e.g., public cloud is complex; attack surface increased

 Shared Multi-tenancy

 Logical separation instead of physical

 Internet facing services

 Exposure of admin/service interfaces

 Loss of control – S&P are amplified!

 On both physical/logical aspects; legal aspects



Security Relevant Cloud 
Components

 Cloud Provisioning Services

 Cloud Data Storage Services 

 Cloud Processing Infrastructure

 Cloud Support Services 

 Cloud Network and Perimeter Security

 Elastic Elements: Storage, Processing, and 
Virtual Networks
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Provisioning Service

 Advantages

 Rapid reconstitution of services 

 Enables availability

 multiple data centers 

 multiple instances

 Advanced honey net capabilities

 Challenges

 Impact of compromising the provisioning service
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Data Storage Services

 Advantages
 Data fragmentation and dispersal

 Automated replication

 Provision of data zones (e.g., by country)

 Encryption at rest and in transit

 Automated data retention

 Challenges
 Isolation management / data multi-tenancy

 Storage controller
 Single point of failure / compromise?

 Exposure of data to foreign governments
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Cloud Processing 
Infrastructure

 Advantages

 Ability to secure masters and 

 Push out secure images

 Challenges

 Application multi-tenancy

 Reliance on hypervisors

 Process isolation / Application sandboxes
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Cloud Support Services

 Advantages

 On demand security controls 

(e.g., authentication, logging, firewalls…)

 Challenges

 Additional risk when integrated with customer 
applications

 Needs certification and accreditation as a separate 
application

 Code updates
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Cloud Network and Perimeter 
Security

 Advantages

 Distributed denial of service protection

 VLAN capabilities

 Perimeter security (IDS, firewall, authentication)

 Challenges

 Virtual zoning with application mobility
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Other issues

 Issues with moving PII and sensitive data to 
the cloud

 Privacy impact assessments

 Using SLAs to obtain cloud security
 Suggested requirements for cloud SLAs
 Issues with cloud forensics

 Contingency planning and disaster recovery 
for cloud implementations

 Handling compliance
 FISMA; HIPAA; SOX; PCI ; SAS 70 Audits



Obstacles & Opportunities
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Top 12 threats – in order of 
severity!! (2017)

1. Data Breaches

2. Weak Identity, Credential and Access Management

3. Insecure APIs

4. System and Application Vulnerabilities

5. Account Hijacking

6. Malicious Insiders

7. Advanced Persistent Threats (APTs)

8. Data Loss

9. Insufficient Due Diligence

10. Abuse and Nefarious Use of Cloud Services

11. Denial of Service

12. Shared Technology Vulnerabilities

SOURCE: https://downloads.cloudsecurityalliance.org/assets/research/top-threats/treacherous-12-top-threats.pdf



Virtualization

 Virtual workspaces: 
 An abstraction of an execution environment that 

can be made dynamically available to authorized 
clients by using well-defined protocols, 

 Resource quota (e.g. CPU, memory share),

 Software configuration (e.g. O/S, provided 
services). 

 Implement on Virtual Machines (VMs): 
 Abstraction of a physical host machine,

 Hypervisor intercepts and emulates instructions 
from VMs, and allows management of VMs,

 VMWare, Xen, etc.

 Provide infrastructure API:
 Plug-ins to hardware/support structures
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Hardware
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OS OS

Virtualized Stack



Virtual Machines

 VM technology allows 
multiple virtual machines to 
run on a single physical 
machine.

Hardware

Virtual Machine Monitor (VMM) / Hypervisor

Guest OS
(Linux)

Guest OS
(NetBSD)

Guest OS
(Windows)

VM VM VM

AppApp AppAppApp

Xen

VMWare

UML

Denali

etc.

Performance: Para-virtualization (e.g. Xen) is very close to raw physical 
performance!



Security Implications
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Security and Privacy Challenges 
(Takabi et al.) 

 Authentication and Identity Management

 interoperability 

 password-based: inherited limitation 

 How multi-tenancy can affect the privacy of 
identity information isn’t yet well understood? 

 Healthcare organization likely to make sure areas are 
properly segregated

 multi-jurisdiction issue 

 Laws/compliance requirement may differ

 integrated with other security components. 
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Security and Privacy 
Challenges (cont.) 

 Access Control and Accounting

 Heterogeneity and diversity of services, as well as 
the domains’ diverse access requirements 

 capture dynamic, context, or attribute- or 
credential-based access requirements 

 integrate privacy-protection requirements 

 interoperability 

 capture relevant aspects of SLAs 
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Security and Privacy 
Challenges (cont.) 

 Trust Management and Policy Integration

 compose multiple services to enable bigger application services 

 efficiently capturing a generic set of parameters required for 
establishing trust and to manage evolving trust and 
interaction/sharing requirements

 address challenges such as semantic heterogeneity, secure 
interoperability, and policy-evolution management. 

 Every stakeholder may have a different level of trust with the service 
provider.

 Healthcare organizations and service providers have to confer and agree on 
the security properties that need to be applied in compliance with the HIPPA 
standard.
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Security and Privacy 
Challenges (cont.) 

 Secure-Service Management
 WSDL can’t fully meet the requirements of cloud 

computing services description 

 issues such as quality of service, price, and SLAs

 automatic and systematic service provisioning and 
composition framework that considers security 
and privacy issues 
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Security and Privacy 
Challenges (cont.) 

 Privacy and Data Protection

 storing data and applications on systems that 
reside outside of on-premise datacenters

 shared infrastructure, risk of potential 
unauthorized access and exposure.

 Privacy-protection mechanisms must be 
embedded in all security solutions.

 Provenance 

 Balancing between data provenance and privacy 
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Security and Privacy 
Challenges (cont.) 

 Organizational Security Management

 shared governance can become a 
significant issue if not properly addressed 

 Dependence on external entities 

 the possibility of an insider threat is 
significantly extended when outsourcing 
data and processes to clouds.
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Security and Privacy 
Approaches (Takabi et al.)

 Authentication and Identity Management

 User-centric IDM

 users control their digital identities and takes away 
the complexity of IDM from the enterprises

 federated IDM solutions

 privacy-preserving protocols to verify various 
identity attributes by using
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Security and Privacy 
Approaches (Takabi et al.)

 Access Control Needs

 RBAC, Policy-integration needs

 Cross domain accesses, Multi-tenant

 credential-based RBAC, GTRBAC, location-
based RBAC  Attribute-based
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Security and Privacy 
Approaches (Takabi et al.)

 Secure Interoperation

 Multi-domain

 centralized approaches

 decentralized approaches

 specification frameworks to ensure that the 
cross-domain accesses are properly 
specified, verified, and enforced

 Policy engineering mechanisms
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Security and Privacy 
Approaches (Takabi et al.)

 Secure-Service Provisioning and Composition

 Open Services Gateway Initiative (OSGi)

 Declarative OWL-based language can be used to 
provide a service definition manifest, including 

 a list of distinct component types that make up the 
service, 

 functional requirements, 

 component grouping and topology instructions
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Security and Privacy 
Approaches (Takabi et al.)

 Trust Management Framework

 trust-based policy integration

 Delegation

 must be incorporated in service 
composition framework
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Security and Privacy 
Approaches (Takabi et al.)

 Data-Centric Security and Privacy

 shifts data protection from systems and 
applications

 documents must be self-describing and 
defending regardless of their 
environments.
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Security and Privacy 
Approaches (Takabi et al.)

 Managing Semantic Heterogeneity

 semantic heterogeneity among policies

 Use of an ontology is the most promising 
approach

 policy framework and a policy enforcement 
architecture

 inference engines
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Key S&P Issues (NIST 800-144)

 Governance – amplifies this need!

 Control and oversight challenging

 Org programs should incorporate external entity

 Role and responsibilities for risk mgmt

 Compliance

 Law and regulations

 Data location – in multiple physical locations? Disclosures? 
Cross border risks?

 Electronic Discovery

 Does provider provide adequate e-discovery capabilities

HIPAA/HITECH
Addresses Cloud



Key S&P Issues (NIST 800-144)

 Trust

 Insider access

 Data ownership – rights must be firmly established in SLA 
(e.g., controversy in SN related data ownership)

 Composite Services
 Composed through nesting and layering (e.g., SaaS, PaaS, etc.)

 Compatibility, performance guarantees?

 Visibility – of Provider’s security measures

 Ancillary data – accounts of consumers (payment info, client 
activity; access patterns; ..)!

 Risk management



Key S&P Issues (NIST 800-144)

 Architecture

 Attack surface – VM/hypervisor introduce new attack surface

 Virtual network protection
 Software-based switches and network configurations

 Potential loss of separation of duty in admin roles

 Virtual Machine images
 Must be up-to-date with patches

 Client Side Protection – do not overlook this! 
 Involves mobile devices



Key S&P Issues (NIST 800-144)

 Identity and Access Management

 Org’s IAM framework may not extend to public cloud
 Maintaining two may not be scalable/workable

 Some form of identity federation is needed – SAML, OpenID 
standards

 Authentication  - SAML Standard

 Access Control – XACML standard

 Software Isolation



Key S&P Issues (NIST 800-144)

 Software Isolation  - to support multitenancy!

 Hypervisor complexity

 Attack Vectors  -- new ones? Malicious code breaking 
isolation?

 Data Protection - Data in cloud exist in shared env 

 Value concentration

 Data isolation 

 Data sanitization

 Availability – accessible and usable

 Temporary,  Prolonged/Permanent Outages

 Denial of Service attacks



Key S&P Issues (NIST 800-144)

 Incidence Response

 Data availability
 Clients may not see event logs and viln info under provider

 Complex when several providers are involved; multi-tenancy

 Incident analysis and resolution
 Lack of detailed info regarding architecture/mechanisms

 Forensic copies may be difficult to create – multitenant?

 How to contain an attack?



Summary of 
Recommendations



Outsourcing in Public Cloud -
General Concerns

 Inadequate policies and practices

 Undetected violations

 Lack of sufficient data/configuration integrity

 Loss of privacy – non-rigourous mechanisms?

 Weak confidentiality, Integrity, availability sureties

 Need ways to establish assurances

 Other concerns

 Principle-agent problem – need to make sure interest of 
the provider is consistent

 Attenuation of expertise

 Organization may slowly lose expertise 





Healthcare Applications

Telemedicine/Teleconsultation
Supporting communications and sharing 
among stakeholders in Healthcare

Medical imaging focusing on the 
storage, sharing and computation 
of images

 e.g. Medicor imaging Picture Archive 
and Communication System 
(MiPACS) Storage Server

 Imaging Management Solutions for 
Radiology—Image Archiving 
Solutions



Public Health & Patient’s Self Management -- is 
concerned with prevention, health promotion or 
improvement for individual citizens and patients but 
also for large population groups (epidemiology)
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A hospital information system (HIS) 
is an element of health informatics that 
focuses mainly on the administrative 
needs of hospitals.



Therapy

Applications for planning, managing or assessing 
therapeutic interventions

The Physical Therapist Centralized Application Service (PTCAS) is 
a service of the American Physical Therapy Association (APTA). 

 PTCAS allows applicants to use a single application and one 
set of materials to apply to multiple DPT programs.
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Secondary Use of Data
Describing cloud computing utilization for enabling secondary 
use of clinical data

e.g. data analysis, text mining, or clinical research.



Significant dependencies/ 
information flow



Cloud based health and 
medical data management

Source: Healthcare-related 
data in the cloud: challenges 
and opportunities



PHR, EMR, EHR
 PHR (Personal Health Records)

 initiated and maintained by an individual

 Ideally an accurate summary of the health and medical history

 EMR (Electronic Medical Record) vs. EHR (Electronic Health Records)

types of cloud service models and cloud deployment models for 
healthcare applications. 

A. The Definitions of PHR, EMR and EHR  

The terms of EHRs and EMRs are used interchangeably by many 
in both healthcare industry and the press or health science literature. 
Strictly speaking, these two terms describe completely different 
concepts according to HIMSS (Health Information and Management 
System Society) Analytics [6].  Both EMRs and EHRs are critical to 
the grand vision of healthcare digitization for improving safety, quality 
and efficiency of patient care and reducing healthcare delivery costs. 
EMRs are owned by individual healthcare providers, whereas EHRs 
are typically composed of some subsets of EMRs. The interoperability 
of EHRs is a fundamental enabling technology for EMRs to reach its 
full potential in revolutionizing the healthcare delivery with high 
quality and affordable cost.  

Personal Health Record is typically a health record that is initiated 
and maintained by an individual. An ideal PHR would provide a 
complete and accurate summary of the health and medical history of 
an individual by gathering data from many sources, including EMRs 
and EHRs, and making this information accessible to those who have 
the necessary electronic credentials to view the information. 

Electronic Medical Record is the legal record of what happened to 
the patient during their encounter at a Care Delivery Organization 
(CDO) across inpatient and outpatient environments and is owned by 
the CDO. EMR is created, used and maintained by healthcare 
practitioners to document, monitor, and manage health care delivery 
within a CDO. A core EMR system is composed of the clinical data 
repository (CDR), clinical decision support system (CDSS), controlled 
medical vocabulary (CMV), computerized provider order entry 
(CPOE), pharmacy management system, and the electronic medication 
administration record (eMAR), a functionality in the electronic clinical 
documentation systems of most vendors.  

Electronic Health Record is a subset of EMR record maintained 
by each CDO and is created and owned by the patient. An EHR 
typically has patient input and access that spans episodes of care 
across multiple CDOs within a community, region, or state [6]. Based 
on ISO/TS 18308 [1] standard, the primary purpose of the EHR is to 
provide a documented record of care which supports both present and 
future care received by the patient from the same or other clinicians or 
care providers. This documentation provides a mean of 
communication among clinicians contributing to the patient’s care.  

We can only establish an effective EHR system if the EMRs of 
various CDOs have evolved to a level that can create and support a 
robust exchange of information between stakeholders within a 
community or region. Stakeholders here include patients/consumers, 
healthcare providers, employers, and/or payers/insurers. Further 
differentiation between the EMR and EHR is shown in Table 1. 

TABLE I. DIFFERENTIATION BETWEEN EMR AND EHR 

EMR EHR 

Definition The legal record of clinical services 

for a patient within a CDO. 

A subset of EMR from one or more 

CDOs where the patient received 

clinical services. 

Owner Owned by the CDO Owned by patient or stakeholder 

Consumer 

& Usage 

Scope 

EMR systems are supplied by 

enterprise vendors and installed by 

hospitals, health systems, clinics, etc.

EHR systems are run by 

community, state, or regional 

emergence, or national wide 

emergence organizations. 

Right of 

patient 

Patients can gain access to some 

EMR  information once authorized 

by the EMR owner. 

Patients are provided with 

interactive access as well as the 

ability to append information. 

Interoperab

ility with 

other 

CDOs 

Each EMR contains the patient’s 

encounter in a single CDO. It does 

not contain other CDO encounter 

data. 

Sharing information among 

multiple CDOs, connected by 

National Health Information 

Network (NHIN). 

B. The Relationship of PHR, EMR and EHR  

According to the definition given by HIMSS Analytics [6] and 
ISO/TS 18308 standards [1], we can easily conclude that medical 
records of a patient may refer to PHR, EMR and EHR. A part of PHRs 
can be obtained from the EMR systems of different CDOs and once 
these EMR data are shared with other CDOs, they become EHR. Due 
to privacy reason, many patients do not want to place their entire 
PHRs in EMR/EHR systems. Figure 1 presents the intrinsic 
relationship of PHR, EMR, and EHR from a patient’s point of view.  
PHR and EMR (or EHR) are partially overlapped. Similarly, EMR and 
EHR are partially overlapped. The degree of overlap differs from 
patient to patient due to personalized privacy requirements.   

Figure 1. Relationship of PHR, EMR and EHR  

C. Taxonomy of Healthcare Clouds 

We present the taxonomy of healthcare clouds based on the cloud 
service models and the cloud deployment models.  

Based on cloud service models, we can divide healthcare cloud 
product offerings into three layers:  

Applications in the cloud (Software as a Service – SaaS). This layer 
provides capability for consumers to use the provider’s applications 
running on a cloud infrastructure. For instance, the applications are 
accessible from various client devices through a thin client interface 
such as Web browser. The consumer does not manage or control the 
underlying cloud infrastructure including network, servers, operating 
systems, storage, or even individual application capabilities. In this 
type of cloud service model, the security and privacy protection is 
provided as an integral part of the SaaS to the healthcare consumers.  

Platforms in the cloud (Platform as a service – PaaS). This layer 
offers capability for consumers to deploy consumer-created or 
acquired applications written using programming languages and tools 
supported by the cloud provider. The consumer does not manage or 
control the underlying cloud infrastructure including network, servers, 
operating systems, or storage, but has control over the deployed 
applications and possibly application hosting environment 
configurations. In this type of cloud service model, two levels of 
protection for security and privacy are required. At the lower system 
level, the cloud provider may provide basic security mechanisms such 
as end-to-end encryption, authentication, and authorization. At the 
higher application level, the consumers need to define application 
dependent access control policies, authenticity requirements, and so 
forth.  

Infrastructure in the cloud (Infrastructure as a Service – IaaS). This 
type of cloud service model provides the capability for consumers to 
provision processing, storage, networks, and other fundamental 
computing resources, in which consumer is able to deploy and run 
arbitrary software, including operating systems and applications. The 
consumer does not manage or control the underlying cloud 
infrastructure but has control over operating systems, storage, 
deployed applications, and possibly limited control of select 
networking components (e.g., host firewalls). In the Infrastructure 
cloud model, the healthcare application developers hold full 
responsibility for protecting patients’ security and privacy.  

We can also use the cloud deployment models below to give the 
taxonomy of healthcare clouds.  

Private cloud. The cloud infrastructure is operated solely for a 
healthcare delivery organization (CDO). It may be managed by the 
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As per: HIMSS (Health Information and Management System Society) Analytics

CDO: Care delivery 
Organization

CDR: Clinical Data 
repository

CDSS: Clinical 
Decision Support 
System

CMV: Controlled 
Medical Vocabulary

PHR EMR

EHR

Medical History



Taxonomy of Healthcare Clouds

 Applications in the Cloud (SaaS)
 the security and privacy protection is provided as an integral part of the SaaS to the 

healthcare consumers. 

 Platforms in the Cloud (PaaS)
 two levels of protection for security and privacy are required. 

 At the lower system level: the cloud provider may provide basic security 
mechanisms such as end-to-end encryption, authentication, and authorization. 

 At the higher application level: the consumers need to define application 
dependent access control policies, authenticity requirements, and so forth. 

 Infrastructure in the Cloud (IaaS)
 has control over operating systems, storage, deployed applications, and possibly limited control of 

select networking components (e.g., host firewalls). 

 Here, the healthcare application developers hold full responsibility for protecting patients’ security 
and privacy. 
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Taxonomy of Healthcare Clouds

 Private Cloud

 Operated solely by CDO 

 Managed by the org or third party – on or off premise

 Same type of security and privacy measure as those in the EMR system run 
by a CDO

 Community Cloud   -- Microsoft Health Vault; Google Health

 Several CDOs share the infrastructure – to serve a community with shared 
set of concerns, such as: mission, security requirements, policy, and 
compliance consideration

 most likely managed by the third party or the CDOs and may exist on or off 
premise. 

 Public Cloud

 the healthcare application developers and consumers hold full responsibility 
for protecting patients’ security and privacy. 

58



Some key S&P issues

 how to manage and control the access of the EMR data in the EHR 
system as accessing EMR data are typically controlled through 
authorization models. 

 a patient may not want to divulge some of his sensitive health 
information in his EHRs to some family members or some healthcare 
providers who will offer healthcare for him due to varying concerns.
 we need to address the requirement of privacy preserving access to EHRs. 

 need to address the authenticity of EHR data with respect to both 
content authentication and source verifiability

 For practitioners –
 important to provide secure mechanisms to obtain patients’ information from multiple 

EMR/EHR repositories accurately, securely and fast

 Authorization from CDOs as well as patient-consent enabled access control



Healthcare Cloud – a patient-
centric view

 Patient-centric view: the information stored in the community EHR 
system is imported by patients and only can be made available to a 
variety of applications under the control of patients

Microsoft HealthVault 
and Google Health: 
adopt a centralized 
architecture with 
patient-centric views



Common security issues shared by 
healthcare cloud applications 

 Ownership of Information

 “owner” can refer to the person responsible for the information or the 
organization creating and storing the information. 

 “owner” may refer to “creator”, “author” and “manager” of the information. 

 Authenticity and Authentication

 Non-repudiation

 Patient consent and authorization
 How can patient express consent – one approach grant rights on the basis of role or 

attributes (ABEs)

 Integrity and confidentiality

 Availability and utility/usability

 Audit and archiving



A healthcare scenario
A patient, named Alice, is recently diagnosed for a gastric 
cancer. 

Surgical removal of the stomach (gastrectomy) is the only 
treatment. Chemotherapy and radiation therapy given 
after surgery can improve the chance of a cure. 

Alice enters a cancer-treatment center at her chosen 
hospital. 

Alice has a general practitioner whom she regularly visits. 
Upon entering the hospital, Alice also has an attending 
doctor from the hospital. Alice’s health condition has 
caused some complications – so her attending doctor 
would like to seek for expert opinion and consultation for 
Alice’s treatment from different CDOs, including Alice’s 
specific general practitioner because he is fully informed 
about Alice’s medical history.

In such a group consultation, every participant needs to obtain 
the medical records they request based on the HIPAA minimal 
disclosure principle. 

Furthermore, the consultation result, such as the diagnosis and 
treatment suggestions, should be signed and certified by this 
group of specialists and practitioners. 

The medical certificate with their signatures is sent to Alice. 

If Alice would like to share this medical information with her 
loved ones and her family physician, she can put the new 
medical certificate into her PHR database.

Practitioners view:
(i) How to securely obtain the EMRs of patient Alice, 

which is relevant to her gastric cancer treatment, 
with the compliance of HIPAA minimal disclosure. 
This concerns the problem of secure EHR collection 
and integration .. In cloud

(ii) How to certify the authenticity of EHRs obtained 
from different CDOs or information from Alice’s PHR 
upon authorization by Alice. This relates to the 
problem of secure storage and management of HER 
… including in cloud

Patient’s view:
(i) be ensured that the diagnosis from the group of 

doctors can be trusted with a true medical 
certificate from the group of practitioner. This is the 
problem of secure EHR usage models.  

(ii) Alice may prefer to disclose the minimal amount of 
her sensitive medical information and her family 
health history. 

Mechanism needs to be thought from cloud perspective



EHR usage Scenario

Group manager(trusted)

Patient

A signed 
medical certificate

Threshold group
Signature scheme

Setup and revoke group

A group of doctors

Encrypted Composite
EHR

Encryption scheme 
(with timeout)

Encrypted Composite
EHR

Composite EHR

Integration
Scheme

Various EHRs

Access 
Control Policy

Decryption



System components: SC&I, SS&MC
It is responsible for two important tasks: (i) It needs to verify various EHRs 
provided by different CDOs in terms of authenticity, confidentiality, integrity, and 
ensuring nonrepudiation as well as HIPAA compliance; and (ii) it combines and 
integrates the successfully verified EHR data into a new composite EHR with a 
security certificate signed by the integrator

manages a collection of role-based or attribute-based access 
control policies and HIPPA compliance policies, and enforces 
the access control policies to prevent the data from 
unauthorized access



Attribute-based composite model [Gail’s team]
Role-based composite EHR model



System components: 
EHR  secure usage model

Provides source verifiable content access for consumers of 
EHR data, including both patients and healthcare 
practitioners.
(i) Signature (ii) Verification





A Review on the State-of-the-Art Privacy-
Preserving : Approaches in the e-Health 

Clouds 

Assad Abbas and Samee U. Khan, Senior 
Member, IEEE 



Privacy 
Require
ments of 
e-Health 
Cloud

• to ensure that the health data captured by a 
system or provided to any entity is true 
representation of the intended information and 
has not been modified in any way

Integrity

• to ensure that the health data of patients is kept 
completely undisclosed to the unauthorized 
entities.

Confidentiality

• ensures that the entity requesting access is 
authentic. 

• In the healthcare systems, the information 
provided by the healthcare providers and the 
identities of the entities using such information 
must be verified.

Authenticity
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Cloud



Privacy 
Require
ments of 
e-Health 
Cloud

•an obligation to be responsible in light of the 
agreed upon expectations. 

•The patients or the entities nominated by the 
patients should monitor the use of their health 
information whenever that is accessed at 
hospitals, pharmacies, insurance companies 
etc.

Accountability

• to ensure that all the healthcare data is secure 
and all the data access activities in the e-
Health cloud are being monitored.

Audit

• repudiation threats are concerned with the 
users who deny after performing an activity 
with the data. 

•E.g, in the healthcare scenario neither the 
patients nor the doctors can deny after 
misappropriating the health data.

Nonrepudiation
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Require
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e-Health 
Cloud

• refers to the state where a particular 
subject cannot be identified. 

• E.g, identities of the patients can be 
made anonymous when they store 
their health data on the cloud so that 
the cloud servers could not learn about 
the identity.

Anonymity

• refers to the use of resources or items 
of interest multiple times by a user 
without other users or subjects being 
able to interlink the usage of these 
resources

Unlinkability
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 Integrity, confidentiality, authenticity, 
accountability, audit, non-repudiation



Approaches of e-Health Cloud

 There is no clear 
classification … so

 Cryptographic approach

 to mitigate the privacy 
risks utilize certain 
encryption schemes 
and cryptographic 
primitives

 Noncryptographic 
approach

 policy-based 
authorization 
infrastructure that 
allows the data objects 
to have access control 
policies.
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1) Integrity—to ensure that the health data captured by a

system or provided to any entity is true representation of

the intended information and has not been modified in any

way [31].

2) Confidentiality—to ensure that the health data of pa-

tients is kept completely undisclosed to the unauthorized

entities.

3) Authenticity—ensures that the entity requesting access is

authentic. In the healthcare systems, the information pro-

vided by the healthcare providers and the identities of the

entities using such information must be verified.

4) Accountability—an obligation to be responsible in light of

the agreed upon expectations. The patients or the entities

nominated by the patients should monitor the use of their

health information whenever that is accessed at hospitals,

pharmacies, insurance companies etc.

5) Audit —to ensure that all the healthcare data is secure and

all the data access activities in the e-Health cloud are being

monitored.

6) Nonrepudiation—repudiation threats are concerned with

the users who deny after performing an activity with the

data. For instance, in the healthcare scenario neither the

patients nor the doctors can deny after misappropriating

the health data.

7) Anonymity—refers to the state where a particular subject

cannot be identified. For instance, identities of the patients

can be made anonymous when they store their health data

on the cloud so that the cloud servers could not learn about

the identity.

8) Unlinkability—-refers to the use of resources or items

of interest multiple times by a user without other users

or subjects being able to interlink the usage of these re-

sources [41]. More specifically, the information obtained

from different flows of the health data should not be suffi-

cient to establish linkability by the unauthorized entities.

III. PRIVACY-PRESERVING APPROACHES IN THE

E-HEALTH CLOUDS

Numerous approaches have been proposed to preserve the

privacy of the patient health data. However, there is no clear clas-

sification of the privacy-preserving approaches. Therefore, we

classify the privacy-preserving approaches used in the e-Health

clouds into 1) cryptographic and 2) noncryptographic ap-

proaches at the top level. The cryptographic approaches to

mitigate the privacy risks utilize certain encryption schemes

and cryptographic primitives. Conversely, noncryptographic ap-

proaches mainly use policy-based authorization infrastructure

that allows the data objects to have access control policies. Cryp-

tographic and noncryptographic privacy-preserving approaches

are presented in Section III-A and Section III-B.

A. Cryptographic Approaches

The cryptographic approaches commonly used in the

e-Health cloud-based systems to protect data use encryption

schemes, such as Public Key Encryption (PKE) and Symmetric

Key Encryption (SKE). However, there are some other cryp-

Fig. 1. Taxonomy of the privacy preserving approaches in the e-Health cloud.

tographic primitives that are also used to preserve the privacy

of the health data. These primitives include 1) searchable en-

cryption, 2) (Hierarchical) Identity-Based Encryption (HIBE),

3) Proxy Re-encryption (PRE), 4) Predicate/Hierarchical Pred-

icate Encryption (HPE), and 5) (Fully) homomorphic encryp-

tion. In this section, we briefly define and present the approaches

based on the PKE, SKE, and several cryptographic primitives

that are used to preserve the privacy of the e-Health cloud. Fig. 1

presents taxonomy of the privacy-preserving approaches.

1) PKE-Based Hybrid Approaches: The PKE technique re-

quires two separate keys; one of the keys is private whereas the

other is public. Solutions based on the PKE are secure but using

the PKE alone seems computationally less efficient due to the

slower operations and the larger key sizes. Therefore, the PKE

is used in combination with the SKE where symmetric keys are

used to encrypt the contents while public/private keys are used to

secure the symmetric keys. Consequently, in this section we term

the approaches that use the PKE in conjunction with symmet-

ric cryptographic technique as hybrid approaches. The common

public key algorithms use the RSA and Elliptic Curve Cryptog-

raphy (ECC) techniques for generating public/private param-

eters used for security services. For instance, the RSA-OAEP

[64] and ECIES [65] are based on the RSA and ECC, respec-

tively. The PKE-based hybrid approaches to protect the health

data in the cloud are presented below.

The authors in [11] presented a reference model for pre-

serving privacy of the healthcare applications in the untrusted

cloud. The authors emphasized on a patient centric, role-based

EHR model that allows the users to maintain anonymity. The

model uses an anonymous signature scheme called group signa-

tures [66] for authenticity and integrity of the EHRs. The group

signature scheme allows a group member to anonymously sign

a message on behalf of all the group members. Moreover, the

authors suggested maintaining the logs of all the accesses and

modifications to the EHRs.

Jafari et al. [42] presented a model to allow such a patient-

centric control over the EHRs that restricts the patients to mod-

ify the contents authored by other parties, such as doctors and



Cryptographic Approaches

 Commonly used in the e-Health cloud-based systems to 
protect data use encryption schemes

 Basic ways

 Public Key Encryption

 Symmetric Key Encryption

 Cryptographic primitives

 Searchable Encryption

 (Hierarchical) Identity-Based Encryption (HIBE)

 Proxy Re-encryption (PRE)

 Predicate/Hierarchical Predicate Encryption (HPE)

 (Fully) homomorphic encryption
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Approaches Based on the SKE

 The SKE uses the same keys for encryption and 
decryption.

 The SKE-based algorithm currently in use and acting 
as standard is the Advanced Encryption Standard 
(AES).

 was recommended as a standard by the National Institute of 
Standards and Technology (NIST)

 Commonly used stream ciphers

 such as RC4and A5/1.
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Example ([Li et al. [59])

 A mechanism for unlinkability between the patients and 
electronic medical records in the cloud environment
 The patients’ EMRs are encrypted through the SKE and are stored 

in an anonymous way.
 The doctors use digital signatures to process the patient health 

records after the treatment for storage at the cloud.

 Requirements to access EMR
 Electronic Medical Record number (PID)
 identity seed stored inside the Patients’ Health Card (SID)
 a random value (R)
 a serial number for treatment (SN)

 Required to access health data

 a smart card is required that contains the SID
 Furthermore, the PID is stored in two parts separately that restricts the 

illegitimate access over the patient data.
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PKE-Based Hybrid Approaches

 The PKE technique requires two separate keys

 One of the keys is private whereas the other is public

 Limitations

 the slower operations and the larger key sizes

 using the PKE alone seems computationally less efficient

 The PKE is used in combination with the SKE

 symmetric keys are used to encrypt the contents

 public/private keys are used to secure the symmetric keys.
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Example ([Javari et al.])

 A patient-centric control over the EHRs

 Digital Rights Management (DRM)-based approach for secure 
management of the health records in the cloud.

 the data is always stored in an encrypted form and the license is 
issued by the owner

 the policies expressed in the license are enforced by the agent

 Content Key Encryption (CKE) is used in DRM systems

 Data is encrypted using a content key & only the user with valid license 
are allowed to decrypt and use the content

 The health record service provider acts as the distributor by providing the 
protected content only to the authorized users.

 The provider cannot access the contents in clear text form. 

 Patients and physicians are assigned the public and the private keys for 
encryption and decryption.
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Approaches Based on Alternative 
Cryptographic Primitives

 Attribute-based encryption (ABE) approaches
 the messages can be encrypted and decrypted on the basis of user 

attributes.
 enables the users to selectively share the encrypted data and also 

provides a fine-grained access
 Ciphertext policy attribute-based encryption (CP-ABE)

 a message in the CP-ABE is encrypted under an access policy that defines 
the access structure, whereas the users’ private keys are associated with a 
set of attributes.

 Key policy attribute-based encryption (KP-ABE)
 the access policies in the KP-ABE are associated with the private key 

whereas a set of descriptive attributes is used to label the ciphertext

 Multiauthority attribute-based encryption (MA-ABE)
 Broadcast ciphertext-policy attribute-based encryption (bABE)

 Direct revocation of the user keys without the need of refreshing system 
parameters or data re-encryption - increased overheard
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Approaches Based on Alternative 
Cryptographic Primitives

 Approaches based on miscellaneous cryptographic primitives

 Searchable encryption

 permits to perform search operations over the encrypted data without revealing 
the information about the contents and the user query to the untrusted servers

 Predicate encryption and hierarchical predicate encryption

 the secret keys correspond to the predicates and these secret keys are used to 
decrypt the ciphertext associated with the attributes corresponding to the 
predicate

 HPE facilitates the delegation of the search capabilities.

 Identity-based encryption

 uses any string for instance, a name or an email address as the public key and 
the corresponding decryption keys are issued by a trusted party.

 (Fully)Homomorphic Encryption (FHE)

 permits computations on ciphertexts and also results are obtained in an 
encrypted form.
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Noncryptographic Approaches

 mainly use certain policy-based 
authorization infrastructure that allows 
the data objects to have access control 
policies

 May use few cryptographic 
primitives (e.g., hash, digital 
signatures)

 Data Capture and Auto Identification 
Reference (DACAR) platform

 deal with the issues of security, 
integrity, confidentiality, and 
integration of various health 
services

 the private cloud for data 
storage and the hybrid cloud for 
hosting the services.

 SOA for integration
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A service refers to a course-grained, discoverable software entity that 
exists as a single instance and interacts with applications and other 
services through a loosely coupled, message-based communication 
model .

SOA captures many of the best practices of previous soft- ware 
architectures, including abstraction, autonomy, testability, loose 
coupling, reusability and statelessness. 



Noncryptographic Approaches

DACAR Platform 
includes:

 Authorization

 Audit Trail

 Data persistence

 Authentication

 Data Integrity

 Data Confidentiality
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DACAR workflow

 Data Capture and Auto Identification Reference (DACAR) platform

 To integrate different health services, the DACAR uses Service Oriented 
Architecture (SoA).
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Other design aspects

 Data Capture

 RFID/Mobile devices

 Data Storage

 Attributes in an automatic 
format; data bucket

 Data sharing

 Info sharing policy

Table Column Data Type Constraint

Core Data
Id Integer Primary Key

MetaId Integer Foreign Key
Value String Not Null

Meta Data

Id Integer Primary Key
Unit String Not Null

Object Guid Not Null
Capturer Guid
Device Guid

Location Guid
Time DateTime Not Null

TABLE I
DESIGN OF THE DATA BUCKET SCHEMA

rationale behind this design is that an atomic attribute can be

physically hosted by a single Data Bucket, which is flexible

to deploy, migrate and redeploy within a Cloud. Furthermore,

it is convenient to replicate a data bucket to provide high

availability and reliability, when the attribute being hosted is

for a life-critical medical application. The design of the Data

Bucket should be discussed from three perspectives:

1) Attr ibute-or iented Architecture: This is a key to un-

derstanding DACAR’s data bucket approach. Suppose that an

eHealth application needs to record patients’ blood pressure

and heart rate data in real time. The DACAR platform groups

the data samples by attribute types, instead of individual

patients. In other words, all patients’ blood pressure data are

uploaded to, and preserved by, a data bucket that is dedicated

to the Blood Pressure attribute. Similarly, a separate data

bucket is established to hold Heart Rate data samples.

In each data bucket, the way of distinguishing data samples

for different patients is through their metadata. Table I outlines

the relational schema of a data bucket, where a core data entry

stores the value of an attribute, and a foreign key refers to

a meta data entry that supplements the unit of that value, its

owner object, and contextual information such aswho captured

the value, using which device, at what location and at what

time. In fact, each meta data column offers a unique dimension

for a data mining application to analyse the data.

2) I /O Operations: Reading and writing of data are carried

out via the CRUD service, of which the service endpoint is

registered with the SPoC that represents the owner domain

of the corresponding attribute. Considering that the cost of

storage capacity is becoming lower and lower, the DACAR

platform deprecates conventional Update and Delete opera-

tions. Instead, it preserves all historical attribute values for

audit trail purposes, and returns the most recent value of an

attribute, whereasinglevalid valueof that attribute is required.

A challenge for the design of the CRUD service is efficient

filtering of complex meta data. RESTful web services [24]

are proposed to allow a service consumer to send dynamic

queries in JSON [27] or AtomPub [28] format to a service

provider, to retrieve exactly the data that the consumer needs.

This approach can reduce the response time and the cost of

network bandwidth and processing power for a data intensive

web application. It is especially beneficial to mobile devices

having limited computing resources and battery life. However,

currently the DACAR platform mainly supports secure SOAP

services, which is also the technology used to implement the

CRUD service. Until libraries and APIs for secure RESTful

services are completed, the DACAR platform currently pro-

vides an easy to use query syntax, as outlined by Table II,

so that a service consumer can make a dynamic data request

over SOAP, without requiring a service provider to implement

large numbers of cumbersome web methods.
Suppose that an eHealth application needs to find out the

last fivebody temperature samples, which wereabove37.5 ◦ C,

of critically ill patient J ohnDoe at Chelsea & Westminster

Hospital, since 9 : 30am, J an 1st , 2011. The query below

can be used in the case that the application only knows the

patient’s transparent Id as Chelwest.CI P.J D0:

[ Obj ect == $Chel west . CI P. JD0$

&& Val ue >= 37. 5

&& Ti me >= Dat eTi me( 2011, 1, 1, 9, 30, 0) ]

[ $SEQ$ > $LAST$ - 5 ]

Firstly, the query syntax supports Identifiers, i.e. column

names of the data bucket schema, L iteral values, and all prim-

itive data Types of the Microsoft .NET framework, as well as

the Global Unique Identifier (Guid) and DateTime composite

data types. Secondly, it supports common arithmetic, relational

and logical Operators. Thirdly, it supports Var iables, which

are names or key words between two dollar signs.

A variable is needed in the following circumstances:

• Transparent IDs – it is likely that a service consumer

only knows the transparent ID of a target object, whereas

the object is referred to using an opaque pseudonym in

security policies and databuckets. In this case, the service

consumer can remind a CRUD service to resolve the ID

into a pseudonym using the Identity Mapping Service, by

putting the ID between dollar signs.

• Aggregate Values – these are similar to aggregate func-

tions of SQL.

• Sequence Numbers – the CRUD service sorts data sam-

ples in an intermediate result set according to their time

stamps, and endows each of them with a temporary

sequence number, so that a service consumer can specify

a sub set that is required from a large collection.

Finally, the query syntax supports a chain of Predicates. A

predicate is a partial query between two square brackets, and

a chain of predicates serves as multiple “Where” clauses in

SQL to narrow down a result set. Also, a predicate provides

the scope for a CRUD service to evaluate the actual value of a

variable at run time. In other words, the intermediate result set

is updated once a predicate is processed, and the actual value

of an aggregate or sequence variable is updated accordingly.
3) Data Encryption: A fundamental question is where

the data encryption should be performed. Application-level

encryption means that sensitivemedical dataareencrypted and

decrypted by application services, which is transparent to the

underlying database engine. On the other hand, database-level

encryption means that data are encrypted and decrypted by
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