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R&D National Strategies contributions 
1. “National Strategy to Advance Privacy Preserving Data Sharing and Analytics,” (PDF) 

Unveiled in the 2nd Summit for Democracy on March 30, 2023 (Served as Co-Chair of NITRD 
Fast-Track Action Committee responsible for this document) - published 

2. “National Objectives for Digital Assets R&D,” (PDF) Unveiled in the 2nd Summit for Democracy 
on March 30, 2023 (Served/serving as Co-Chair of NITRD Fast-Track Action Committee 
responsible for this document) - published 

3. “National Strategy for Digital Assets R&D,” (as Co-Chair of FTAC till Aug, 2023; Not publicly 
released)  

4. “Federal Cybersecurity R&D National Strategy” (PDF) member of task force – published in 
Dec, 2023. 

5. “National Privacy Research Strategy” (PDF) member of task force / writing team – published in 
Jan 2025. 

 
Book  
1. James B. D. Joshi et al. "Network Security: Know It All," May, 2008 (Contributor). 
2. Co-Editor of Book titled: “Information Assurance: Survivability and Security in Networked 

Systems,”, Published in 2007 by Elsevier, Inc. Editors: Yi Qian, James Joshi, David Tipper, 
Prashant Krishnamurthy. 

3. James B. D. Joshi, “A Generalized Temporal Role Based Access Control Model for Developing 
Secure Applications”, PhD Thesis, Purdue University, August, 2003. 

Book Chapter 
1. Runhua Xu and James B.D. Joshi. "Privacy-Preserving Collaborative Machine Learning" AI for 

Cybersecurity: Research and Practice, First Edition. Edited by Houbing Herbert Song et al. 
(2025) (In press) 

2. Nuray Baltaci Akhuseyinoglu, James Joshi, “Access Control Approaches for Smart Cities,” 
In:  Al-Turjman F, Imran M, Editors.  IoT Technologies in Smart-Cities:  From sensors to big 
data, security and trust. UK: The Institution of Engineering and Technology (IET); 2019  

3. Xuelian Long, Lei Jin, James Joshi, “Information Privacy,” Innovation in Information Security 
(Vol 4), World Scientific Publishing Co. Pte. Ltd, 2018. 

4. H. Takabi, S.T. Zargar, and J. Joshi, "Mobile Cloud Computing and Its Security, Privacy and 
Trust Management Challenges," in Security, Privacy, Trust, and Resource Management in 
Mobile and Wireless Communications, D. B. Rawat, B.B. Bista, and G. Yan Ed. IGI Global, 
2014. doi:10.4018/978-1-4666-4691-9, 2014 

5. Hassan Takabi and James B. D. Joshi. Policy Management in Cloud Computing Environment: 
Challenges and Approaches. in Security Engineering for Cloud Computing: Approaches and 
Tools, Editors: D. G. Rosado, D. Mellado, E. Fernandez-Medina, and M. Piattini, IGI Global, 
September 2012. 

https://www.nitrd.gov/pubs/National-Strategy-to-Advance-Privacy-Preserving-Data-Sharing-and-Analytics.pdf
https://www.nitrd.gov/pubs/National-Objectives-for-Digital-Assets-Research-and-Development.pdf
https://www.nitrd.gov/pubs/Federal-Cybersecurity-RD-Strategic-Plan-2023.pdf
https://www.nitrd.gov/pubs/National-Privacy-Research-Strategy-2025.pdf
http://www.igi-global.com/book/security-privacy-trust-resource-management/77402
http://www.igi-global.com/book/security-privacy-trust-resource-management/77402


6. Hassan Takabi and James B. D. Joshi, Gail-Joon Ahn, Security and Privacy in Cloud 
Computing: Towards a Comprehensive Framework Service-Oriented Methodology and 
Technologies for Cloud Computing", in Principles, Methods and Service-oriented Approaches 
for Cloud Computing, Editors: X. Yang and L. Liu, IGI Global, January 2013. 

7. Mohd Anwar, Amirreza Masoumzadeh and James Joshi, “Security and Privacy in Location 
Based Services,” Location Based Services; Advanced Location-Based Technologies and 
Services, H. A. Karimi, Ed. CRC Press, 2013, pp. 235–264. 

8. Yue Zhang, James Joshi, “Access Control and Trust Management for Emerging Multidomain 
Environments,” in Annals of Emerging Research in Information Assurance, Security and Privacy 
Services, Editors: S. Upadhyaya, R. O. Rao 2009. 

9. Yue Zhang, James Joshi, “Temporal Access Control,” Encyclopedia of Database Systems, 
Editors-in-Chief: Ling Liu, M. Tamer Özsu, Springer, 2009. 

10. Yue Zhang, James Joshi, “Role based Access Control”, Encyclopedia of Database Systems, 
Editors-in-Chief: Ling Liu, M. Tamer Özsu Springer, 2009. 

11. Yue Zhang, James B. D. Joshi, “ANSI/INCITS RBAC Standard.” Encyclopedia of Database 
Systems, Editors-in-Chief: Ling Liu, M. Tamer Özsu, Springer, 2009 

12. Yue Zhang, James B. D. Joshi, “GEO-RBAC Model,” Encyclopedia of Database Systems, 
Editors-in-Chief: Ling Liu, M. Tamer Özsu, Springer, 2009 

13. Yue Zhang, James B. D. Joshi, “Administration Model for RBAC,” Encyclopedia of Database 
Systems, Editors-in-Chief: Ling Liu, M. Tamer Özsu, Springer, 2009  

14. James B. D. Joshi, Mei-Ling Shyu, Shu-Ching Chen, Walid Aref, Arif Ghafoor, "A Multimedia-
Based Threat Management and Information Security Framework," in Multimedia Technologies: 
Concepts, Methodologies, Tools, and Applications (3 Volumes) Edited By: Mahbubur Rahman 
Syed, Minnesota State University, Mankato, USA, June, 2008 

15. James B. D. Joshi, Siqing Du, Saubhagya R Joshi, “A Trust Based Access Control Management 
Framework for a Secure Grid Environment” in Book titled: Security in Distributed, Grid, and 
Pervasive Computing, Edited by Dr. Yang Xiao, to be published by Auerbach Publications, CRC 
Press 2007. 

16. James B. D. Joshi, S. R. Joshi, and S. M. Chandran, "Information Security Issues and 
Challenges," in Encyclopedia of Digital Government, 2006. 

17. James B. D. Joshi, S. R. Joshi, and S. M. Chandran, "Identity Management and Privacy Issues," 
in Encyclopedia of Digital Government, 2006. 

18. James B. D. Joshi, S. M. Chandran, A. Ghafoor, and W. G. Aref, "Survivability Issues and 
Challenges," in Encyclopedia of Digital Government, 2006. 

19. James B.D. Joshi, Mei-Ling Shyu, Shu-Ching Chen, Walid Aref, Arif Ghafoor, “A Multimedia-
Based Threat Management and Information Security Framework,” Web and Information 
Security (editors: Elena Ferrari, Bhavani Thuraisingham), IDEA Group, 2005. 

20. James B. D. Joshi, Arif Ghafoor, Walid Aref, Eugene H. Spafford, “Digital Government 
Security and Privacy Challenges,” William J. McIver, Jr. & Ahmed K. Elmagarmid (eds) 
Advances in Digital Government: Technology, Human Factors, & Policy. Boston, Kluwer, 2002, 
Chapter 7, pp. 121-136. 



Special Issue Guest Editor 
1. Mei-Ling Shyu, Surya Nepal, Valerie Issarny, James Joshi; “Special Issue on Services 

Computing for COVID-19 and Future Pandemics,” IEEE Transactions on Services Computing, 
06/17/2022 

2. Schahram Dustdar, Surya Nepal, James Joshi. Special Section on Advances in Internet-based 
Collaborative Technologies, ACM Transactions on Internet Technology, Vol. 19, No. 3, Article 
37e., November 2019. 

3. Mei-Ling Shyu, James Joshi, Qiong Liu: Guest Editors'. Int. J. Semantic Computing 9(2): 139-
142 (2015) 

4. Chengcui Zhang, Elisa Bertino, Bhavani M. Thuraisingham, James B. D. Joshi: Guest editorial: 
Information reuse, integration, and reusable systems. Information Systems Frontiers 16(5): 
November 2014, Volume 16, Issue 5, pp 749-752  

5. Lakshmish Ramaswamy, Barbara Carminati, James B. D. Joshi, Calton Pu: Editorial: 
Collaborative Computing: Networking, Applications and Worksharing (CollaborateCom 2012). 
MONET 19(5): October 2014, Volume 19, Issue 5, p 634  

6. Barbara Carminati, Lakshmish Ramaswamy, Anna Cinzia Squicciarini, James Joshi, Calton Pu: 
Preface. Int. J. Cooperative Inf. Syst. 23(2) (2014)  

7. Lakshmish Ramaswamy, Barbara Carminati, Lujo Bauer, Dongwan Shin, James Joshi, Calton 
Pu, Dimitris Gritzalis: Editorial. Computers & Security 41: 1-2 (June, 2014)  

8. James Caverlee, Calton Pu, Dimitrios Georgakopoulos, James Joshi: Editorial for 
CollaborateCom 2011 Special Issue. MONET 18 (2): 235-236 (2013) 

9. Weisong Shi, James Joshi, Tao Zhang, Eun K. Park, Juan Quemada: ACM/Springer Mobile 
Networks and Applications (MONET) Special Issue on "Collaborative Computing: Networking, 
Applications and Worksharing". MONET 17(3): 376-377 (2012) 

10. James Joshi, Elisa Bertino, Calton Pu, Heri Ramampiaro: ACM/Springer Mobile Networks and 
Applications (MONET) Special Issue on "Collaborative Computing: Networking, Applications 
and Worksharing". MONET 17(3): 325-326 (2012) 

11. Songqing Chen, Le Gruenwald, James Joshi, Karl Aberer: ACM/Springer Mobile Networks and 
Applications (MONET) Special Issue on “Collaborative Computing: Networking, Applications 
and Worksharing”. Mobile Networks and Applications, 17 (4). pp. 506-507; (2012) 

12. James Joshi, Barbara Carminati: Guest Editorial SACMAT 2009 and 2010. ACM Transactions 
on Information Systems Security, 14(3): 22 (2011). 

13. Dimitris Gritzalis and James Joshi (Editors); Special Issue on Access Control Methods and 
Technologies, Computer and Security, Volume 30, Issues 2–3, Pages 89-170 (March–May 2011) 

14. Mehmet Kaya, James B. D. Joshi, Mei-Ling Shyu: Guest Editorial - Introduction to the Special 
Issue on Information Reuse and Integration. JIKM 10(3): (2011) 

Refereed Journal /Articles 
1. Runhua Xu, Bo Li, Chao Li, James Joshi, Shuai Ma, and Jianxin Li. "TAPFed: Threshold Secure 

Aggregation for Privacy-Preserving Federated Learning." IEEE Transactions on Dependable and 
Secure Computing (IEEE TDSC); 2024 

2. Runhua Xu, Chao Li, James Joshi, “Blockchain-based Transparency Framework for Privacy 
Preserving Third-party Services,” IEEE TDSC, June, 2022 

3. Runhua Xu, James Joshi, Chao Li, “NN-EMD: Efficiently Training Neural Network Using 
Encrypted Multi-sourced Datasets,” IEEE TDSC; April, 2021 

https://ieeexplore.ieee.org/abstract/document/9787357/
https://ieeexplore.ieee.org/abstract/document/9787357/


4. Leila Karimi, Maryam Aldairi; James Joshi, Mai Abdelhakim, “An Automatic Attribute Based 
Access Control Policy Extraction from Access Logs,” IEEE Transactions on Dependable and 
Secure Computing, Jan 25, 2021 

5. Runhua Xu, James Joshi, “Trustworthy and Transparent Third-Party Authority,” ACM 
Transactions on Internet Technology (TOIT), 2020.  

6. Nuray Baltaci Akhuseyinoglu, James Joshi, “A Constraint and Risk-aware Approach to 
Attribute-based Access Control for Cyber-Physical Systems,” Springer Computers & Security, 
2020. 

7. Runhua Xu, James Joshi, Prashant Krishnamurthy, “An Integrated Privacy Preserving Attribute 
Based Access Control Framework Supporting Secure Deduplication,” IEEE Transactions on 
Dependable and Secure Computing, 2019 

8. Nathalie Baracaldo, Balaji Palanisamy, James Joshi, “G-SIR: An Insider Attack Resilient Geo-
Social Access Control Framework,” IEEE Transactions on Dependable and Secure Computing, 
16(1): 84-98 (2019) 

9. Leming Zhou, Bambang Parmanto, James Joshi, “Development and Evaluation of a New 
Security and Privacy Track in a Health Informatics Graduate Program: Multidisciplinary 
Collaboration in Education,” JMIR Medical Education, 2018;4(2):e19 

10. Lei Jin, Chao Li, Balaji Palanisamy, James Joshi, “k-Trustee: Location Injection Attack-resilient 
Anonymization for Location Privacy" Elsevier Computer & Security, Volume 78, September 
2018, Pages 212-230 

11. Louise K. Comfort and James Joshi (2017) Scalability and Sustainability in Uncertain 
Environments: Transition to Recovery from the 2015 Gorkha, Nepal, Earthquakes. Earthquake 
Spectra: December 2017, Vol. 33, No. S1, pp. S385-S401.  

12. Mohd Anwar, James Joshi, Joseph Tan, “Anytime, anywhere access to secure, Privacy-aware 
Healthcare Services: Issues, Approaches & Challenges,” Elsevier Health Policy and Technology 
journal. 

13. Rose E. Constantino, Betty Braxter, Dianxu Ren, Joseph David Burroughs, Willa Marlene 
Doswell, Linden Wu, Juhae Grace Hwang, Mary Lou Klem, James B D Joshi, W. Brian Greene 
“Comparing Online with Face-to-Face HELPP Intervention in Women Experiencing Intimate 
Partner Violence,” Issues in Mental Health Nursing 00:1–9, 2015 

14. Jianfeng Lu, James B. D. Joshi, Lei Jin, Yiding Liu, “Towards Complexity Analysis of User 
Authorization Query Problem in RBAC" Elsevier Computer & Security, Volume 48, February 
2015, Pages 116–130. 

15. Lei Jin, Xuelian Long, Ke Zhang, Yu-Ru Lin, James B.D. Joshi, “Characterizing Users' Check-
in Activities Using Their Scores in a Location-based Social Network,” Springer Multimedia 
Systems, 2014. 

16. Youna Jung, James B. D. Joshi: CPBAC: Property-based access control model for secure 
cooperation in online social networks. Computers & Security 41: 19-39 (2014) 

17. Nathalie Baracaldo, James Joshi: An adaptive risk management and access control framework to 
mitigate insider threats. Computers & Security 39: 237-254 (2013) 

18. S.T. Zargar, J. Joshi, and D. Tipper, "A Survey of Defense Mechanisms Against Distributed 
Denial of Service (DDoS) Flooding Attacks," IEEE Communications Surveys & Tutorials, vol. 
PP, no. 99, pp. 1-24. (Published Nov 12, 2013) (Early Access-online Mar. 28, 2013)  

19. Lei Jin, James B. D. Joshi, Mohd Anwar, “Mutual-friend based attacks in social network 
systems,”  Computers & Security 37: 15-30 (2013)  



20. Amirreza Masoumzadeh and James Joshi, “Top Location Anonymization for Geosocial Network 
Datasets,” Transactions on Data Privacy, vol. 6, no. 1, pp. 107-126, 2013. 

21. Hassan Takabi, James B. D. Joshi, “Semantic-based Policy Management for Cloud Computing 
Environments,” International Journal of Cloud Comuting 1(2/3): 119-144 (2012) 

22. Amirreza Masoumzadeh and James Joshi, “Preserving Structural Properties in Edge-Perturbing 
Anonymization Techniques for Social Networks,” IEEE Transactions on Secure and 
Dependable Computing 9(6): 877-889 (2012) [Amirreza received Catherine Ofiesh Orner 
Award for this paper at School of Information Sciences, University of Pittsburgh] 

23. Youna Jung and James B.D. Joshi, “CRiBAC: Community based Role interaction Access 
Control Model”, Computers & Security, Elsevier, 31(4): 497-523 (2012) 

24. Youna Jung, Minsoo Kim, Amirreza Masoumzadeh, James B.D Joshi, “A Survey of Security for 
Multiagent Systems”, Artificial Intelligence Review, Springer Netherlands, Doi: 
10.1007/s10462-011-9228-8 

25. Lei Jin, Hassan Takabi, James B. D. Joshi, “Analyzing Security and Privacy Issues of Using E-
mail Address as Identity” International Journal Information Privacy, Security and Integrity, 
Vol. 1, No. 1, 2011 

26. Amirreza Masoumzadeh and James Joshi, "Ontology-Based Access Control for Social Network 
Systems," , International Journal Information Privacy, Security and Integrity, Vol. 1, No. 1, 
2011 

27. Xuelian Long, James Joshi, "BaRMS: A Bayesian Reputation Management Approach for P2P 
Systems, Journal of Information & Knowledge Management, Vol: 10, No: 3, pp 273-283 (2011) 

28. Hassan Takabi, James Joshi, Gail-Joon Ahn, "Security and Privacy Challenges in Cloud 
Computing Environments," IEEE Security and Privacy, Jan-Feb, 2011. 

29. Carlos E. Caicedo, James Joshi, Summit Tuladhar, “IPv6 Security Challenges,” Vol(42), 
Issue(2), (Feb, 2009), IEEE Computer, Page(s): 36-42. 

30. Yue Zhang, James Joshi, “SRBAC07: A Scoped Administration Model for RBAC with Hybrid 
Hierarchy,” Journal of Information Assurance and Security 2007 (Volume 2, issue 4)  

31. James, B.D. Joshi, Elisa Bertino, Arif Ghafoor and Yue Zhang, "Formal Foundations for hybrid 
hierarchies in GTRBAC", ACM Transactions on Information and System Security (TISSEC), 
Vol. 10, No. 4, Jan, 2008, pp. 1-39.  

32. Basit Shafiq, James B. D. Joshi, Elisa Bertino, Arif Ghafoor, "Secure Interoperation in a Multi-
Domain Environment Employing RBAC Policies," IEEE Transactions on Knowledge and Data 
Engineering. Vol. 17, No. 11, Pages 1557 - 1577, Nov. 2005. 

33. Rafae Bhatti, James B. D. Joshi, Basit Shafiq, Elisa Bertino, Arif Ghafoor, “X-GTRBAC 
Admin: A Decentralized Administration Model for Enterprise Wide Access Control,” ACM 
Transactions on Information and System Security (TISSEC), Vol. 8 No. 4, Nov, 2005. 

34. James B. D. Joshi, Elisa Bertino, Arif Ghafoor, “Analysis of Expressiveness and Design Issues 
for a Temporal Role Based Access Control Model,” IEEE Transactions on Dependable and 
Secure Computing, April, 2005. 

35. James B. D. Joshi, Elisa Bertino, Usman Latif, Arif Ghafoor, “Generalized Temporal Role 
Based Access Control Model,” IEEE Transactions on Knowledge and Data Engineering, Vol 
17, No. 1 pages 4-23, Jan, 2005. 



36. Rafae Bhatti, James B. D. Joshi, Elisa Bertino, Arif Ghafoor, “X-GTRBAC: An XML-based 
Policy Specification Framework and Architecture for Enterprise-Wide Access Control,” ACM 
Transactions on Information and System Security Vol. 8, No. 2, Pages 187-227, May 2005. 

37. Rafae Bhatti, James B. D. Joshi, Elisa Bertino, Arif Ghafoor, “XML-based Specification for 
Web-Services Document Security”, IEEE Computer, Vol. 37, No. 4, April, 2004. 

38. James B. D. Joshi, Rafae Bhatti, Elisa Bertino, Arif Ghafoor, “An Access Control Language for 
Multidomain Environments,” IEEE Internet Computing, Nov-Dec 2004, pages 40-50. 

39. James B. D. Joshi, Kevin Li, Husni Fahmi, Basit Shafiq, Arif Ghafoor, “A Model for Secure 
Multimedia Document Database System in a Distributed Environment,” IEEE Transactions on 
Multimedia: Special Issue on Multimedia Databases, Vol. 4, No. 2, June, 2002, pp. 215-234. 

40. James B. D. Joshi, Arif Ghafoor, Walid Aref, Eugene H. Spafford, “Digital Government 
Security Infrastructure Design Challenges,” IEEE Computer, Vol. 34, No. 2, February, 2001, pp 
66-72. 

41. James B. D. Joshi, Walid G. Aref, Arif Ghafoor and Eugene H. Spafford, “Security Models for 
Web-Based Applications,” Communications of the ACM, Vol. 44, No. 2, February, 2001, pp. 38-
44. 

Submitted/Under Preparation/arXiv 
1. Zhiyong Jin, Runhua Xu, Chao Li, Yizhong Liu, Jianxin Li, James Joshi, “Sparsification Under 

Siege: Defending Against Poisoning Attacks in Communication-Efficient Federated Learning,” 
Submitted to Transactions on Information Forensics & Security; 
(https://www.arxiv.org/abs/2505.01454) 
 

2. Runhua Xu, Guoan Wan and James Joshi. "Privacy-Preserving Federated Large Language 
Models: Techniques and Trade-offs." Bulletin of the IEEE Computer Society Technical 
Committee on Data Engineering (IEEE TCDE Bulletin) (publish soon). 
 

3. Runhua Xu,Nathalie Baracaldo, James Joshi, “Privacy-Preserving Machine Learning System: 
Methods, Challenges and Directions,” arXiv 
 

4. Peilin He, Liou Tang, Amin Rahimian, “Conformal-DP: Differential Privacy on Riemannian 
Manifolds via Conformal Transformation” being submitted to IEEE Transactions on Privacy (early 
version in arXiv) 
 

5. Liou Tang, James Joshi, Ashish Kundu, “Apollo: A Posteriori Label-Only Membership 
Inference Attack Towards Machine Unlearning,” submitted to SatML 2025. 
 

6. Maryam Aldairi, Hanan Hibshi, James Joshi, “Improving Privacy in Machine Learning Systems 
Through Practitioners Needs,” being submitted 

  

Refereed Symposium/Conferences/Workshop 
 

Published 
1. M. Amin, Rahimian, B. Panny, J. Joshi, “Privacy at Scale in Networked Healthcare,” IEEE 

Workshop on Health and Medical Device – Security, Privacy, Resilience and Trust, in 
conjunction with IEEE TPS, Nov, 2025.  

https://www.arxiv.org/abs/2505.01454


2. Peilin He, James Joshi, “PPFL-RDSN: Privacy-Preserving Federated Learning-based Residual 
Dense Spatial Networks for Encrypted Lossy Image Reconstruction,” IEEE TPS 2025, Nov, 
2025. 

3. Zhengbo Zhou, Degan Hao, Dooman Arefan, Margarita Zuley, Jules Sumkin, Lars Grimm, 
James Joshi, Shandong Wu, Longitudinal mammogram exam-based breast cancer diagnosis 
models: Vulnerability to adversarial attacks,” Artificial Intelligence and Imaging for Diagnostic 
and Treatment Challenges in Breast Care: Second Deep Breast Workshop, Deep-Breath 2025, 
Held in Conjunction with MICCAI 2025, Daejeon, South Korea, September 23, 2025, 
Proceedings 

4. Liou Tang, James Joshi, “Towards Privacy-Preserving and Secure Machine Unlearning: 
Taxonomy, Challenges and Research Directions,” IEEE TPS, Oct, 2024 

5. Maryam Aldairi, James Joshi, “Towards Assessing Integrated Differential Privacy and Fairness 
Mechanisms in Supervised Learning,” IEEE TPS, Oct, 2024 

6. Runhua Xu · Shiqi Gao · Chao Li · James Joshi · Jianxin Li, “Dual Defense: Enhancing Privacy 
and Mitigating Poisoning Attacks in Federated Learning,” NeurIPS, Dec, 2024 

7. Galen Harrison, Przemyslaw Porebski, Jiangzhuo Chen, Mandy Wilson, Henning Mortveit, 
Parantapa Bhattacharya, Dawen Xie, Stefan Hoops, Anil Vullikanti, Li Xiong, James Joshi, 
Madhav Marathe; “Synthetic Information and Digital Twins for Pandemic Science: Challenges 
and Opportunities,” 2023 5th IEEE International Conference on Trust, Privacy and Security in 
Intelligent Systems and Applications (TPS-ISA), 2023/11/1 

8. Runhua Xu, Nathalie Baracaldo, Yi Zhou, Ali Anwar, James Joshi, Heiko Ludwig, “FedV: 
Privacy-Preserving Federated Learning over Vertically Partitioned Data,” AISec2021 Workshop 
at ACM CCS, Nov, 2021  

9. Runhua Xu, James Joshi, “Revisiting Secure Computation Using Functional Encryption: 
Opportunities and Research Directions,” 2020 Second IEEE International Conference on Trust, 
Privacy and Security in Intelligent Systems and Applications (TPS-ISA), Oct, 2020. 

10. Maryam Aldairi, Leila Karimi, James Joshi, “A Trust Aware Unsupervised Learning Approach 
for Insider Threat Detection,” 2019 IEEE 20th International Conference on Information Reuse 
and Integration, 2019. 

11. Runhua Xu, James Joshi and Chao Li, “CryptoNN: Training Neural Networks over Encrypted 
Data,” IEEE ICDCS 2019 in Dallas, Texas, US, July 7th – July 10th, 2019. 

12. LeRoy Carr III, Anthony Newtson, James Joshi, “Towards modernizing the Future of American 
Voting,” (Vision paper – Invited), IEEE CIC 2018, Philadelphia, PA, USA. 

13. Leila Karimi, James Joshi, “An Unsupervised Learning Based Approach for Mining Attribute 
Based Access Control Policies,” IEEE BigData, Dec 10-13, 2018, Seattle, WA, USA,  

14. Runhua Xu, Balaji Palanisamy and James Joshi. QueryGuard: Privacy-preserving Latency-aware 
Query Optimization for Edge Computing,” IEEE TrustCom 2018 (August), New York, USA. 

15. Maryam Karimi, Prashant Krishnamurthy, James Joshi, David Tipper, “Mining Historical Data 
towards Interference Management in Wireless Proceedings,” of the 13th ACM Symposium on 
QoS and Security for Wireless and Mobile Networks: 81-88, November 21 - 25, 2017 

16. Nuray Baltaci Akhuseyinoglu, James Joshi: “A Risk-Aware Access Control Framework for 
Cyber-Physical Systems.” CIC 2017 (Oct, 2017): 349-358. 

17. Leila Karimi, James Joshi: “Multi-Owner Multi-Stakeholder Access Control Model for a 
Healthcare Environment.” CIC 2017 (Oct, 2017): 359-368 

https://dblp.uni-trier.de/pers/hd/k/Karimi:Maryam
https://dblp.uni-trier.de/pers/hd/k/Krishnamurthy:Prashant
https://dblp.uni-trier.de/pers/hd/t/Tipper:David


18. Chao Li, Balaji Palanisamy, James Joshi, “Differentially Private Trajectory Analysis for Points-
of-Interest Recommendation, IEEE BigData Congress,” 2017 (June) BEST PAPER AWARD 

19. Runhua, Xu, James Joshi, Prashant Krishnamurthy, David Tipper, “Insider Threat Mitigation in 
Attribute Based Encrytion”, National Cyber Summit 2017. 

20. Runhua Xu, James B. D. Joshi: Enabling Attribute Based Encryption as an Internet Service. 
IEEE CIC 2016: 417-425 (Nov, 2016) 

21. Leila Karimi, James Joshi: Multi-Owner Multi-Stakeholder Access Control Model for a 
Healthcare Environment. CIC 2017: 359-368.  

22. Yue Su, Ziyi Lan, Yu-Ru Lin, Louise K. Comfort, James Joshi: Tracking Disaster Response and 
Relief Following the 2015 Nepal Earthquake. CBig Workshop, IEEE CIC 2016: 495-499 

23. Chao Li, Balaji Palanisamy, James Joshi, SocialMix: Supporting Privacy-Aware Trusted Social 
Networking Services. IEEE ICWS 2016: San Francisco, CA: 115-122 

24. Runhua Xu, James B. D. Joshi: An Integrated Privacy Preserving Attribute Based Access 
Control Framework. IEEE CLOUD 2016, San Francisco, CA: 68-76. 

25. Runhua Xu, James B. D. Joshi: Enabling Attribute Based Encryption as an Internet Service. 
IEEE CIC 2016: 417-425, Pittsburgh, USA  (Invited), November 2-4, 2016. 

26. Y. Su, Z. Lan, Y-R Lin, L.K. Comfort and J. Joshi, Tracking Disaster Response and Relief 
Efforts following the 2015 Nepal Earthquake International Workshop on Collaborative Internet 
Computing for Disaster Management (CIC-DM), Pittsburgh, PA, November 2-4, 2016. 

27. Leila Karimi, Balaji Palanisamy, James Joshi: A Dynamic Privacy Aware Access Control Model 
for Location Based Services. Workshop in IEEE CIC 2016: 554-557, Pittsburgh, PA, November 
2-4, 2016. 

28. L. K. Comfort, J. B. D. Joshi, F, Yuldashev, Scalability and Sustainability in Uncertain 
Environments: Recovery from the Nepal Earthquakes, April 25 and May 12, 2015, presented by 
L.K. Comfort at the 2015 American Geophysical Union (AGU) conference in San Francisco, 
CA December 14-18, 2015. [Poster] 

29. Nathalie Baracaldo, Balaji Palanisamy, James Joshi "Geo-Social-RBAC: A Location-based 
Socially Aware Access Control Framework" The 8th International Conference on Network and 
System Security (NSS 2014). Lecture Notes in Computer Science Volume 8792, 2014, pp 501-
509 

30. Lei Jin, Hassan Takabi, Xuelian Long, James B.D. Joshi, “Exploiting Users’ Inconsistent 
Preferences in a Social Network System to Discover Private Friendship Links,” 2014 Workshop 
on Privacy in the Electronic Society (WPES), Held in conjunction with CCS 2014, Nov 3-7, 
2014  

31. Lei Jin, Balaji Palanisamy, James B.D. Joshi, “Compromising Cloaking-based Location Privacy 
Preserving Mechanisms with Location Injection Attacks,” 21st ACM Conference on Computer 
and Communications Security (Poster), Nov 3-7, 2014. 

32. Balaji Palanisamy, Sheldon Sensenig, James B. D. Joshi, Rose Constantino, LEAF: A privacy-
conscious social network-based intervention tool for IPV survivors. IEEE IRI 2014 (Aug, 
2014): 138-146 

33. Saman Taghavi Zargar, James B. D. Joshi, David Tipper, DiCoTraM: A distributed and 
coordinated DDoS flooding attack tailored traffic monitoring. IRI 2014 (Aug, 2014): 120-129 

34. Xuelian Long, Lei Jin and James Joshi, “Towards Understanding Traveler Behavior in Location-
Based Social Networks,” IEEE GlobeCom 2013, Dec, Atlanta, USA 

http://dblp.uni-trier.de/pers/hd/p/Palanisamy:Balaji
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KEYNOTES/TALKS & PANELS 

 KEYNOTE / TALKS 
1. Invited Speaker in Workshop at Fordham University – Collective Intelligence in Healthcare 

AI: Federated and Ensemble Approaches to Cancer Prognosis (Nov 18, 2025) 

• Title: Privacy-preserving Data Sharing in Practice 
2. Research Seminar at Fordham University CIS department (Nov 17, 2025) 

• Title: Trustworthy, Secure and Privacy-preserving AI: Navigating the challenges and road 
head 

3. Keynote @DEVCON 2025, Kathmandu Nepal (May 8) 

• Title: AI and Data Privacy: Challenges and Opportunities for Societal Transformation (& on 
my journey from Nepal to US academia). 

4. CS Colloquium, Colorado State University, Dec 2, 2024 
• Title: Privacy-preserving AI: Challenges and Approaches  

5. Invited Talk @George Mason University, Oct 31, 2025 (talk given as an NSF Expert) 
• Title: “Cybersecurity and Privacy @NSF”  

6. Invited Talk at NIST Workshop on Privacy Enhancing Cryptography, Sept 25, 2024 

• Title: PDaSP: Towards Accelerating Use-Inspired and Translational Research in Privacy 
7. Keynote at University of South Dakota's 4th annual Artificial Intelligence Symposium, 

sponsored by IEEE, April 11, 2024 
• Title: “Privacy, Ethics and Responsible AI: Challenges and Road ahead” 

8. Keynote at TDK Corporation, Tokyo Headquarters (Kick-off meeting of corporate leadership), 
March 27, 2024 
• Title: “Cybersecurity, Privacy and Trustworthy AI: Opportunities for Global Leadership in 

Digital Transformation and Societal Impact” 
9. Invited Talks on “NSF SaTC Transition to Practice” 

• DHS Workshop on Privacy Enhancing Technology, June 21, 2022 

• US-Japan PETs Workshop, June 16, 2022 
10. Keynote: “Overview of SaTC & Privacy: Challenges and road ahead,” Third Annual Workshop 

on Emerging Data Science Methods for Complex Biomedical and Cyber Data, March 16-17, 
2023 



11. Keynote: “Privacy in the Age of AI/ML” @ CSIRO’s Data61 & DST Cyber security Summer 
School, Feb 21-23, 2022, Australia (Virtual) 

12. Keynote: “Privacy in the AI-Enabled World” @ The 22nd International Conference on Web 
Information Systems Engineering Oct 26-29, 2021, Melbourne, Australia (Virtual) 

13. Keynote: “Privacy – Challenges and Directions” @ Inter International Conference on Secure 
Knowledge Management in the AI Era Oct 8-9, 2021, San Antonio, TX, USA (Virtual) 

14. Talk at Cybersecurity Faculty Development Workshop, University of Tennessee @ 
Chattabooga; Title: “Cybersecurity and Privacy: NSF Programs and Funding Opportunities,” 
June 28-30, 2021  

15. Distinguished Speaker at IUPUI:  Title: “Towards Secure and Privacy-Aware Cloud 
Environments,” (followed by SaTC overview), March 12, 2021 

16. Invited Talk at Missouri University of S&T, Rolla; Title 1: “Towards Privacy-Preserving Access 
Control and Authority Transparency”; Title 2: “SaTC and related opportunities” (Dec 14, 2020): 

17. Visionary Talk at the Fourth Workshop for Women in Hardware & Systems Security (WISE); 
Title: “Overview of NSF SaTC and related Programs and Opportunities.” (Dec 14, 2020); 

18. Invited Speaker at the 13th Annual Cyber Security Day at Indiana University of Pennsylvania; 
Title: “Cybersecurity and Privacy: Challenges Ahead” (Oct 20, 2020) 

19. Keynote at ACM CODASPY 2020; Title: “Towards Privacy-Preserving Access Control and 
Authority Transparency,” (Aug 3, 2020) 

20. Keynote at “Intelligent and Resilient Power Grid Infrastructure” Workshop at the (March 9, 
2020) – University of Pittsburgh; Title: “Computer & Information Science & Engineering 
(CISE)/SaTC and Other Programs” 

21. Talk at US NSF; Title: “NSF and My Vision for Secure and Trustworthy Computing”, Spring, 
2019 

22. Invited Speaker at the 10th Annual Cyber Security Day at Indiana University of Pennsylvania; 
Title: “Insider Threats: Challenges and Mitigation Approaches” (Oct 26, 2017) 

23. Invited Talk at Emory University; Title: “Towards Preservation of Structural Properties in 
Anonymized Social Networks,” Spring, 2012 

24. Invited Talk at Kathmandu University, Nepal; Title: “Towards Defending Against Identity Clone 
Attacks on Online Social Networks” at, Summer, 2011 

25. Invited Talk at Siam University, Thailand “GTRBAC and Expressiveness Design Issues in 
Advanced RBAC models,” Summer, 2011 

26. Invited Talk at CERAIS, Purdue; Title: “GTRBAC: A Generalized Temporal Role based Access 
Control Model”, (Fall, 2004); 

PANELS 
1. Panelist @Institute for Integrated Development Studies (IIDS) event “Digital Meet” discussing 

Nepal’s digital transformation (AI, cybersecurity and privacy, etc.) 
 
• IIDS is a think tank in Nepal with significant influence in policy making for the government. 

(https://www.iids.org.np/)  
 

2. Panelist @DEVCON 2025, Kathmandu Nepal, discussion on R&D and Education in AI, Cloud, 
Privacy and cybersecurity, etc. in Nepal and beyond 
 

https://www.iids.org.np/


3. Panel moderator/organizer at IEEE TPS/CIC/CogMI 2024 (Oct 28-30): “Driving Innovations in 
Emerging Technologies: R&D Priorities and Funding Landscape” 
 

4. Panel moderator/organizer at IEEE TPS/CIC/CogMI 2024 (Oct 28-30): “AI vs AI – The 
Inevitable Next Cyber Frontier” 

5. Panelist in Panel: Cybersecurity and Privacy: Closing the Gap Between Theory and Practice 
• SaTC PI Meeting, Sept 4-5, 2024, Pittsburgh 

6. Panelist in Panel: Public and private sector initiatives to foster PET adoption 
• Singapore-OECD Expert Workshop on Privacy Enhancing Technologies, Jul 16, 2024 

7. Panel Moderator/organizer for the following panels: 

• AI Impact and Challenges in Industry and Government @IEEE CIC 2023 
• Grand Challenges in Cybersecurity and Privacy @IEEE TPS 2023 

8. Panel Moderator/organizer: “Data Privacy Research in US,” Privacy Symposium, April 5-6, 
2022 

9. Panelist in session on “International Cooperation for Research on Privacy and Data Protection” 
Privacy Symposium, April 17-21, 2023 (Venice) 

 
10. Panelists - Third Annual Workshop on Emerging Data Science Methods for Complex 

Biomedical and Cyber Data, March 16-17, 2023 
 

11. Panel Talk “Privacy and AI,” Veteran’s Affairs NAII Brain Summit, Sept 7, 2022 
 

 


